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INTRODUCTION

Quantifying risk is a management decision

. . . . . . Guide 2026
What CRQ is, who this guide was written for, and the path it follows from preparation to report. CSULIJF?FACE
Quantification
AVERAGE BREACH COST STATUTORY BREACH DAMAGES IMPLEMENTATION STAGES
$10.22M $100-750 8
United States average in 2025 (IBM Cost of a Data Breach)* per consumer, per incident (CCPA private right of action) from scope to continuous iteration, detailed in this guide
Cyber Risk Quantification (CRQ) is the discipline of measuring cyber risk in financial terms — in dollars, in the Who this guide is for. For the CISO who needs to defend the budget;
same monetary unit the board already uses to steward capital. Instead of stating that "the risk is high," CRQ for the Risk function that integrates cyber into the corporate map; for
answers a question the board knows how to manage: how much the organization should expect to lose, per the CFO who sizes ressrves and insurance; and for the audit

year, as a result of cyber incidents, and what the reasonable worst case of that loss is. CEIITLED B E2es 6 CEEis R (B9 e LD e Er

The answer comes in the form of two quantities: the expected annual loss (ALE) and the Value at Risk (VaR),
generally reported at the P90 and P99 percentiles. These are the same quantities that treasury, insurance, and What this guide covers

audit already work with for other corporate risks. CRQ simply brings cyber risk onto that same plane. .

« The obstacles to overcome before starting the program.
This is the complete implementation guide. The CRQ whitepaper presents the thesis in summary; this document «  Why the qualitative 5x5 matrix fails as a decision instrument.
is the practical deep dive — intended for those who need to build and sustain the program.

« The FAIR methodology and its decomposition of risk.
« The eight stages of implementation, detailed one by one.

« Best practices, pitfalls, and a worked example reproducible in
the public calculator.
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PART 01 - PREPARATION

The obstacles to overcome before starting
Guide 2026

Seven preconditions that determine whether the CRQ program delivers value or stalls along the way. CSURFACE

Quantification

The success of a quantification program depends on preparation, more than on the formula. Before modeling the first variable, it is worth checking whether the seven conditions below are minimally

satisfied. None needs to be perfect; all need to be addressed.

The seven preconditions e Risk appetite in financial terms. How much annual exposure, in dollars, does the board

tolerate? Without this defined limit, there is no reference against which to compare the

o Reliable asset inventory. You cannot quantify what you do not know. An incomplete T —_

inventory produces underestimated exposure — and a false sense of control.
° Avoid the two opposite errors. On one side, false precision — an exact number presented

e Mapp.ed gatalne telgmetry. Identifying the so‘urceé Is a priority: .COSt Of_ past |ncl|dents, without an uncertainty interval. On the other, the paralysis of waiting for the implementation
downtime, regulatory.flnés, and market breach intelligence. Knowing which data is relevant of "full FAIR" (12 months or more) before delivering any result. The correct approach is to
e e ealleie i start with restricted scope and methodological rigor, expanding gradually as the program

e Common language. Security operates in CVE and CVSS; the board deliberates in dollars demonstrates value.
and EBITDA. Without this formal translation, the program does not gain leadership buy-in ° Cross-functional team. CRQ is ot alprogram exdlusive tolthe security funciion. Its
and loses sponsorship before producing a result.

execution requires the participation of risk, security, finance, and business units — each
° Estimate calibration. In the absence of historical data, resort to expert estimates structured function contributes an irreplaceable share of the data and specialized judgment.

as calibrated confidence intervals, which preserve the uncertainty of the estimate. A well-

calibrated interval reflects the reality of the risk more faithfully than an exact number lacking

any basis. The most common starting error. Treating quantification as a technical exercise isolated
within the security function. Without finance at the table, the cost data is missing; without
corporate risk, the result never reaches the risk map; without board sponsorship, the program
does not survive the first quarter. Team composition is a strategic decision of the first order.

Guiding principle. CRQ maturity is a process of incremental advancement. Starting with
restricted scope, partially addressing the seven preconditions, produces results earlier and with
greater fidelity to operational reality than waiting for ideal conditions that rarely materialize.
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PART 02 - THE QUALITATIVE PROBLEM

Why the 5x5 matrix fails as data |

Three structural failures of the red-yellow-green risk matrix — with concrete examples. CSURFACE

The 5x5 risk matrix is popular for its simplicity. But the academic research on the instrument — in particular the work of Anthony (Tony) Cox? and Douglas Hubbard's® critique of heat maps — shows

that this simplicity conceals defects that compromise the decision. This page addresses the first three failures; the next concludes the critique.

Failure 1 — Poor resolution and range compression Failure 3 — Subjectivity and inconsistency

A 5x5 matrix has only 25 cells to represent a continuous and unbounded universe of risk. Quantitatively very Does "high probability" mean 30%? 70%? Without defined numerical
different risks are allocated to the same cell. Tony Cox's research shows that typical matrices correctly compare scales, each evaluator interprets the labels differently. The same risk
fewer than 10% of risk pairs. receives different cells depending on who fills in the matrix.

The result is that the matrix records opinion in place of verifiable data.
Example. A risk with exposure of approximately $200 thousand/year and another of around $8 million/year

B ) o o And opinion is not auditable, is not comparable across areas, and does
can both be labeled "High" in the same cell. To the board, they are the same risk — and remediation capital is

allocated incorrectly, without the deviation being noticed. nat survive the tumover of those who produced it.

Example. Two analysts assess the same downtime risk. One,
conservative, marks "Medium probability"; the other, fresh from a
similar incident, marks "High." The matrix moves the risk from one
color to another — and nothing in the reality of the risk changed.

Failure 2 — Risk inversion and ranking reversal

When probability and impact are negatively correlated, the matrix can assign the higher category to the
quantitatively lower risk. Cox concludes that, in these cases, the matrix is "worse than useless" — it actively

inverts the correct priority.

Example. Compare a rare event of very high impact (an improbable catastrophic fraud) with a frequent event
of moderate impact. Depending on the range boundaries, the matrix may classify the second as more serious
than the first — when the first has a higher expected annual loss.

The common thread. The three failures share the same root: the matrix
replaces the magnitude with a label. Labels have no arithmetic, no scale,
and no unit. Without those, the instrument cannot sustain a capital
decision.



PART 02 - THE QUALITATIVE PROBLEM (CONT.)

The matrix neither aggregates nor dialogues

The final three failures — and what the board loses when risk arrives only color-coded.

Quantification

Failure 4 — The matrix does not aggregate

Two "High" risks do not add up to "Very High" in a coherent way — there is no arithmetic behind the colors. It

is not possible to sum the exposure of an entire portfolio of risks within a matrix.

Example. The board asks: "What is our total cyber exposure?" With 30 risks scattered across the matrix,
the only possible answer is a count of colors — "we have 8 reds." The financial total, which is what the
board asked for, the matrix does not provide.

Failure 5 — Centralization bias
Evaluators tend to avoid the extremes of the scales and to group almost everything in the middle cells. The

matrix loses discriminating power precisely where it would need it most.

Example. In an inventory of 40 risks, 32 are classified as "Medium/Medium." The matrix that should
prioritize instead homogenizes — and the security function goes back to deciding by instinct which risk to
address first.
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Failure 6 — It does not dialogue with risk appetite

The board defines tolerance in dollars: "we do not accept annual
exposure above $ X." The "High" label does not compare to that financial

limit — it is on a different scale, with no bridge between the two.

Example. The approved appetite is $5 million of annual exposure.
The matrix indicates "3 High risks." It is impossible to say whether the
organization is within or outside the appetite — the instrument and the
limit do not speak to each other.

Conclusion of the six failures. The qualitative matrix has a legitimate use:
initial triage of newly identified risks, when there is still no data at all. The
mistake lies in treating it as the financial answer the board expects. For a
capital decision, it must give way to a quantitative model.

WARNING The matrix communicates

A coarse relative priority among already known risks — useful as a starting point.

CRITICAL The matrix does not communicate
Magnitude, portfolio aggregation, capital trade-off, or comparison with risk appetite.



PART 03 - THE METHODOLOGY

FAIR: decomposing risk to be able to calculate it

L . Guide 2026
The open standard that turns opaque risk into observable and calculable variables. CSURFACE
Quantification
THE FAIR DECOMPOSITION - FROM OPAQUE RISK TO CALCULABLE VARIABLE
Risk Frequency Magnitude Distribution Monte Carlo
Loss event frequency x Loss Threat event frequency x Vulnerability Primary loss + Secondary loss — the Each variable becomes a probabilistic Thousands of simulations generate
magnitude — the whole, decomposed. — the annual chance of loss. expected cost per event. range for the simulation. ALE and VaR (P50 / P90 / P99).
The principle: separate and quantify Distributions instead of single points
FAIR — Factor Analysis of Information Risk' is an open standard that decomposes risk into What sets FAIR apart is that each variable is estimated as a probability distribution —
observable variables, rather than treating it as an opaque whole. The core equation is simple: a range with a minimum, a maximum, and a most likely value — rather than as an exact

number. This acknowledges the uncertainty inherent to risk, instead of hiding it.

Risk = Loss event frequency x Loss magnitude L . . )
- Over these distributions operates the Monte Carlo simulation: thousands of scenarios
Frequency = Threat event freq. X Vulnerability -
sampled from the probabilistic ranges, whose aggregate result is a loss curve. From that
Magnitude = Primary loss + Secondary loss P P S 99reg
curve are extracted the ALE (expected annual loss, the mean value) and the VaR at the

The threat event frequency is how many times, per year, an agent attempts to reach the P50, P90, and P99 percentiles — the reasonable worst case.

asset. The vulnerability is the probability that the attempt succeeds. The primary loss is the
direct cost of the incident; the secondary includes fines, customer loss, and brand damage.
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FAIR organizes technical judgment into an auditable structure. Each estimate is made
explicit, documented, and reviewable. When a number is questioned by audit, it is possible
to show exactly which variable and which range it came from. It is this traceability that
makes the result defensible.




PART 04 - IMPLEMENTATION

The eight stages of the CRQ program

. . o . . . Guide 2026
Overview of the journey — from initial scope to continuous iteration. CSULIJF?FACE
Quantification
THE IMPLEMENTATION JOURNEY - EIGHT STAGES
Scope Framework Inventory Data
Define the questions to answer. Choose the methodology — FAIR. Map and value the assets. Collect telemetry and history.
Model Simulate Communicate Iterate
Decompose and estimate distributions. Monte Carlo, ALE, and VaR. Translate into board language. Recalibrate continuously.
Summary table of the eight stages A continuous cycle of growing scope. The eight stages describe an
iterative cycle. The first execution may cover a single critical asset in a few
STAGE MAIN DELIVERABLE weeks; subsequent iterations widen the scope and refine the estimates. The
q Scope and objectives The questions the report must answer program consolidates maturity with each completed cycle, through recurring
delivery.
2 Framework choice FAIR adopted as the methodological base
3 Inventory and valuation Asset list with business value
How to read the next pages
4 Data collection Threat telemetry, controls, and history ) . . .
Each of the eight stages occupies a dedicated page — with the
5 Modeling FAIR variables estimated as distributions objective, the executable step-by-step, the required inputs, and the
common error to avoid. The simulation, given its density, occupies two
6 Simulation ALE and VaR (P50 / P90 / P99)
pages.
7 Communication Financial report for the board . I .
o A single worked case — the quantification of the e-commerce risk of a
8 lteration Continuous recalibration of the model retail chain — runs through the eight stages, with real numbers at each
Introduction step, from initial scope to the report taken to the board.
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PART 04 - IMPLEMENTATION - STAGE 1 OF 8

Stage 1 - Scope and objectives |

Declare the decision the number will support and delimit the first risk scenario to quantify. CSURFACE

Objective of the stage. Conclude with three recorded definitions: the target decision the report must support, the business questions to answer, and a single risk scenario — an agent x asset pair
— chosen for the first iteration.

How to execute — step by step In the case - the retailer
o Identify the decision. Quantification is, in practice, an input to a decision. Approving a remediation The worked example in this guide follows a retail chain — $1.2 billion in annual
budget, sizing cyber insurance, or formally accepting a risk are distinct decisions, and each requires a revenue, an in-house e-commerce operation accounting for around $28 million in

different framing. Name the decision before any calculation.
revenue per month.

e Write the questions in business language. "What is the annual exposure, in dollars, of this

scenario?" "Does the planned investment reduce the exposure by more than it costs?" Questions Target decision: whether or not to approve a $1.2 million investment in

framed in technical terms produce technical reports, not management decisions. managed WAF and hardening of the e-commerce application.

e Delimit a single risk scenario. You do not quantify "cyber risk" as a whole. FAIR's unit of analysis is
the scenario: a specific threat agent, acting on a specific asset, producing a specific form of loss.
Threat agent External attacker
o Fix the horizon and the unit. The market standard is a 12-month window, with the result in dollars.
Every estimated variable and every reported number then follows this framing. Asset E-commerce application
e Name the sponsor. The target decision needs an owner at the appropriate level — CFO or audit Form of loss Exfiltration of customer data
committee. Without a declared executive sponsor, the result does not convert into a deliberation.
Horizon - unit 12 months - $

Common error. Starting with the choice of tools and systems before defining the
business question. Without clarity about what the report must answer — and for
whom — the program produces technically correct analyses that support no
management decision.



PART 04 - IMPLEMENTATION - STAGE 2 OF 8

Stage 2 - Choose the framework |

Adopt a standardized methodology, the simulation tool, and the documentation standard. CSURFACE

Quantification

Objective of the stage. Adopt FAIR as the taxonomy, choose the simulation tool appropriate to the program's maturity stage, and set the documentation standard that will make each estimate

auditable.
How to execute — step by step Why an open standard
o Adopt FAIR as the taxonomy. The Factor Analysis of Information Risk is an open standard, A standardized and documented framework is what makes the result
maintained by the FAIR Institute, compatible with ISO 27005 and COSO ERM. Adopting it gives the reproducible — another person, with the same data, arrives at the same number

rogram a common vocabulary and an already consolidated decomposition. . .
et ¥ v = — and comparable over time. A proprietary, undocumented method offers

e List the variables the model requires. FAIR decomposes risk into five variables to estimate: Threat neither guarantee.
Event Frequency, Vulnerability, Primary Loss, Secondary Loss Event Frequency, and Secondary Loss.
These are what the following stages will feed.

Choose the simulation tool. For the first iteration, a spreadsheet with a Monte Carlo function is In the case - the retailer
sufficient. As the scope grows, dedicated tools — FAIR-U, open-source libraries, or a CRQ module —

gain efficiency and reduce operational error The retailer adopts FAIR. For the first cycle, the tool is a Monte Carlo

spreadsheet of 100,000 iterations. The documentation follows a one-sheet-per-
variable model, and the result will be mirrored in the corporate risk map already

maintained under ISO 27005.

variable sheet. It is this trail that makes it possible, when questioned by audit, to show which data and
which range a number derived from.

Reconcile with what already exists. Map FAIR to the ISO 27005 and COSO ERM already adopted,

o Define the documentation standard. Each estimate records source, range, author, and date — a
so the result enters the corporate risk map without rework or competing terminology.

Introduction

The 8 Stages

Best Practices

Common error. Adopting a proprietary, undocumented method. Such an approach
compromises the auditability and reproducibility of the results, prevents consistent
comparison over time, and does not hold up in the long run, for lack of adherence to
market norms and standards.




PART 04 - IMPLEMENTATION - STAGE 3 OF 8

Stage 3 - Inventory and valuation
Guide 2026

List the assets that make up the scenario and assign each one its business value. CSURFACE

Quantification

Objective of the stage. Produce the complete list of assets that support the scenario, each with a business value — how much the organization loses if that asset is compromised, distinct from its book

value.
How to execute — step by step In the case - the retailer
o List the assets that make up the scenario. Not just the visible application: everything that The assets that make up the e-commerce scenario and the business value of each:
supports it — servers, databases, APIs, integrations, and third-party components embedded in the
ot ASSET SUPPORTS BUSINESS VALUE
e Record what each asset supports. The revenue it enables, the data it processes, the operational E-commerce application Online sales channel $28M revenue/month
function it performs. This record is the basis of the valuation. . . .
Customer database Registration and history 2.3M PIl records
Value by loss. The business value corresponds to the loss resulting from the asset's compromise:
revenue interrupted per day of downtime, number of personal-data records exposed, cost of Payment gateway Card transactions PCI-DSS scope
reconstruction. Book value is a different reference, unsuitable for this purpose. . .
etz 3 public APIs Mobile app and partners Entry surface

inventory — they are surface whose responsibility falls on the organization, regardless of the

° Flag the external dependency. Third-party components integrated into the asset enter the
code's authorship.

Check completeness. The asset missing from the inventory is the one that underestimates the
entire exposure. An inventory derived from continuous discovery of the external surface reduces
this blind spot structurally.

Introduction
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Common error. Adopting an incomplete inventory as the calculation basis. Exposed
assets missing from the survey produce systematically underestimated exposure —
compromising the validity of the model and the credibility of the report before audit.
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Stage 4 - Collect data and telemetry |

Gather the inputs that will calibrate each of the five variables of the FAIR model. CSURFACE

Quantification

Objective of the stage. For each FAIR variable, identify and gather the data source that calibrates it — prioritizing internal data and completing, where it is missing, with market references and
calibrated estimates.

How to execute — step by step Where each variable is calibrated
o Map the source of each variable before collecting. Knowing which data calibrates FAIR VARIABLE DATA SOURCE CSURFACE INPUT
which variable avoids a scattered collection that gathers a lot of data without feeding the
model. Threat Event WAF/IDS logs - threat intel Thr_eét sensor — real threat
Freq. activity
e Gather the frequency data. Threat Event Frequency and Vulnerability come from WAF
and IDS logs, threat intelligence, penetration test results, patch posture, and the known Vulnerability Pentest - patch posture Exploit intelligence -

exploitability
exploitability of exposed flaws.

Gather the magnitude data. Primary and Secondary Loss come from the cost of past FIET) (e FEBIINE RS ~ [N ETIEES -

incidents, incident response contracts, the sector history of regulatory settlements and Secondary Loss settlement history - churn - IBM .

class-action outcomes, and market references. 2025

already ascertained — is the most valuable. Exhaust it before resorting to external
references.

o Prioritize internal data. Your own data — an incident that already occurred, a cost
e Where data is missing, calibrate the estimate. The absence of history does not halt

) ; Calibration — what it is. To calibrate an estimate is to train the expert to provide an interval within
the program: record a calibrated expert range, rather than an exact number without any . . ) . . . .
basis which the real value falls with 90% confidence. It is a trainable skill: a calibrated expert produces
’ reliable ranges even in the absence of historical data.

Common error. Making the program's progress conditional on the availability of complete data. The
absence of internal historical data does not prevent modeling — it prevents only modeling without

Introduction calibration.

The 8 Stages

Best Practices




PART 04 - IMPLEMENTATION - STAGE 5 OF 8

Stage 5 - Model the distributions |

Convert each FAIR variable into a three-point probability distribution. CSURFACE

Quantification

Objective of the stage. Transform each of the five variables into a distribution — minimum, most likely value, and maximum — recording the source of each point. It is the set of these distributions that
the simulation will process.

Why a distribution instead of a number In the case - the retailer's five distributions
A single value discards the uncertainty — and the uncertainty is the most important piece of VARIABLE MIN LIKELY MAX
data about the risk. A three-point distribution declares, explicitly, what is known and what is Tyt Beits s, 2 5 e
not known about each variable.
Vulnerability 3% 8% 20%
Most FAIR variables are modeled as a PERT (BetaPERT) distribution: a smooth curve,
anchored at the most likely value and bounded by the minimum and the maximum. Its mean Primary Loss 0.9 2.4 6.0M
is (min + 4 x most likely + max) + 6.
Secondary Loss Freq. 70% 90% 100%
Secondary Loss 1.5 6.0 22.0M

How to execute — step by step

o Define the 90% interval. The minimum and maximum that bracket 90% of the probability —
not the absolute worst case imaginable.

£ e 0 Gyt iy, T el et citely e el CReieii eliar, sl s Common error. Replacing distributions with point values. This simplification eliminates the

it taiele itk explicit representation of uncertainty — the feature that gives the model both its technical

Choose the shape. PERT for most variables; a longer-tailed shape, such as the lognormal, honesty and its defensibility before the audit committee.
for loss magnitudes with a heavy tail.

Submit to cross-functional review. Risk, security, and finance validate the ranges before
the simulation is run.
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PART 04 - IMPLEMENTATION - STAGE 6 OF 8 - PART 1

Stage 6 - Simulate — the Monte Carlo method

What the simulation does, why it is necessary, and how its algorithm operates.

What the Monte Carlo simulation is

Monte Carlo is a technique that runs the model thousands of times. In each run, it draws
a value from each input distribution and calculates the loss for that run. The set of all results

forms the annual loss curve — the complete distribution of possible outcomes.

THE ALGORITHM - ONE "POSSIBLE YEAR" PER ITERATION

Guide 2026
CSURFACE

Why it is necessary

It is not possible to add and multiply five probability distributions analytically, by hand. A
single-point calculation — multiplying only the mean values — discards the uncertainty
and returns a number that hides the range of outcomes. The simulation propagates the
uncertainty of each input all the way to the final result.

Draw frequency Count the events Compose the loss
Draw the Threat Event Freq. and the Vulnerability. The product is A — A Poisson distribution with mean A converts the expected frequency into For each event, draw the Primary Loss; from the Secondary Loss Freq.,
expected loss events in the year. an integer count: 0, 1, 2... decide whether there is a secondary loss and draw it.

Sum the year Repeat Aggregate
The sum of the event losses is the total loss of that simulated year. From 10,000 to 100,000 times. Each repetition is a possible year, The mean of the annual losses is the ALE; the percentiles of the curve
independent of the others. are the VaR.

How many iterations. Ten thousand iterations suffice for a stable reading of the mean (ALE). For the tail — the P99 VaR — to be precise, 100,000 is recommended. In the retailer example, the

simulation ran 100,000 iterations over the five distributions from stage 5.

One iteration illustrated — a possible year

To make the algorithm concrete, follow a single iteration of the retailer's simulation:

1 - Frequency draw Threat 6.1 x Vuln. 10.5% — A = 0.64
2 - Count - Poisson (A = 0.64) 1 event this year

3 - Event loss Primary $2.1M + Secondary $7.4M
4 - Year loss $9.5M

This iteration contributes $9.5 million. The next iteration, with a lower A, may draw zero events and

Why a Poisson distribution

The frequency A is a mean — but the number of incidents in a concrete year is
an integer: 0, 1, 2. The Poisson distribution is the statistical instrument that
converts a mean rate of independent events into the probability of each

possible count.

With the mean A of 0.55 in the retailer scenario, Poisson assigns about 58%
probability to no events in the year, 32% to exactly one, and 10% to two or
more. It is this asymmetry — most years without loss, a few with high loss —

that shapes the stage's result.

contribute $0. The mean of 100,000 iterations like this one is the ALE; ordering all of them, from lowest

to highest, produces the loss curve on the next page.
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Stage 6 - Simulate — the case's ALE and VaR

. . . . Guide 2026
Reading the simulation result: the mean loss, the tail, and the exceedance curve. CSULIJF%:ACE
Quantification

ALE - EXPECTED ANNUAL LOSS VAR - 90TH PERCENTILE VAR - 99TH PERCENTILE
$5.3M $16.8M $34.4M
the mean of the loss curve the number for the capital decision the reasonable worst case
Exceedance curve - the retailer
The probability that the annual loss of the e-commerce scenario exceeds each threshold — the translation of uncertainty into decision numbers:
Annual loss > $2M 39%
Annual loss > $5M 36%
Annual loss > $10M D 24%
Annual loss > $15M D 13%
Annual loss > $20M () 6.6%
Annual loss > $30M o 1.8%
Annual loss > $40M ( 0.5%
How to read the result The reading that most surprises the board. In about 60% of the simulated years, the

ALE — $5.3M. Th - I ltis thef forth ina sk budaet loss was $0 — the incident does not occur. The median (P50) of the scenario is therefore
— $5.3M. The scenario's mean annual loss. It is the re for the recurring ris e

) ) " ] Y . ! 'gu urring udag zero. The ALE of $5.3 million is a mean that incorporates the years in which the incident
and the point of comparison with the appetite approved by the board. does occur. This is precisely why the report reports the mean and the tail, and never the
VaR P90 — $16.8M. In 1 of every 10 years, the loss exceeds this value. It is the reference for median alone, which would falsely suggest the absence of risk.

capital decisions and for the prioritization of remediations.

Introduction VaR P99 — $34.4M. The reasonable worst case. Basis for sizing contingency reserves and

cyber insurance coverage.

CURVE PERCENTILE ANNUAL LOSS READING
P50 - median $0 most years without loss
The 8 S
SUE P75 $9.7M 1 year in 4 exceeds this value
Best Practices
P90 $16.8M capital decision
P99 $34.4M reserves and insurance Common error. Reporting only the mean (ALE) and omitting the tail analysis. The VaR P99

— the reasonable worst case — is the metric that underpins the sizing of reserves and the
purchase of cyber insurance; without it, the report is incomplete for a capital decision.
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Stage 7 - Communicate to the board |

Translate the loss curve into a recommendation: the number, the appetite, and the decision trade-off. CSURFACE

Quantification

Objective of the stage. Convert the simulation result into a one-page report the board can deliberate on — opening with the number, comparing it to the risk appetite, and exposing the trade-off of each

remediation alternative.

How to execute — step by step In the case - the recommendation to the board
o Open with the number. "The annual exposure of this scenario is $5.3 million; the The $1.2 million investment in managed WAF and hardening reduces the Vulnerability's
reasonable worst case is $34.4 million." The methodology goes to the appendix. most likely value from 8% to 3%. The recalculated model returns:
e Compare to the risk appetite. Position the exposure against the limit, in dollars, that the
o ) o ) o METRIC TODAY AFTER THE INVESTMENT
board approved. It is this comparison that indicates whether there is a decision to make.
ALE .3M 2.0M
Present the trade-off. How much each remediation alternative costs and how much it e $
reduces the ALE. This is what turns a number into an actionable recommendation. VaR P90 $16.8M $9.8M
Show the entire range. The report exposes the uncertainty — the loss curve — avoiding the VaR P99 $34.4M $21.4M

false precision of an isolated value.

Attach the trail. The variable sheets and the assumptions go in an appendix, available to
audit, outside the main body of the report.

The sentence for the board. "The $1.2 million investment reduces the annual exposure by
$3.3 million — from $5.3M to $2.0M — and the reasonable worst case by $13 million. The
return is realized in the first year. Recommendation: approve." A remediation is justified when it
reduces the ALE by more than it costs.

Common error. Presenting the methodology and the model parameters in place of the result
and the recommendation. The board needs the exposure in dollars and the cost-benefit

analysis; the description of the process remains in the appendix.
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PART 04 - IMPLEMENTATION - STAGE 8 OF 8

Stage 8 - lterate and recalibrate

Keep the number valid as reality changes — and widen the scope with each cycle.

Guide 2026
CSURFACE

Objective of the stage. Establish the recalculation cycle that keeps the ALE aligned with the current risk — confronting the predicted with the actual, tightening the distributions, and widening the scope

to the next scenario.

How to execute — step by step

° Define the recalculation triggers. A material change in the inventory, a relevant new threat, a
deployed control, or the close of a quarter trigger the review of the model.

e Confront the predicted with the actual. Was there an event in the period? Did the ascertained cost
fall within the estimated range? This confrontation is the backtesting that validates — or corrects —
the model.

Tighten the distributions. Each new data point narrows a previously wide range. The model gains
precision with each completed cycle.

Widen the scope. With the first scenario consolidated, the next enters the queue. The sum of the
quantified scenarios forms the portfolio cyber exposure.

Version each report. The date, assumptions, and result of each cycle are recorded — the trail that
demonstrates the evolution of the risk over time.

In the case - the retailer

With the managed WAF deployed, the retailer sets the quarterly recalculation of
the e-commerce scenario. In the first quarter after the remediation, the Vulnerability
observed in the logs confirms the projected drop, and the ALE falls to the predicted
range of $2.0 million.

The confrontation between the predicted and the actual — no loss event in the
period, costs within the estimated range — validates the model. The distributions

are tightened with the new data, and the range of each variable narrows.

With the first scenario consolidated, the next enters the scope: the compromise of
the ERP by ransomware. It runs through the same eight stages. The sum of the
quantified scenarios comes to form the portfolio cyber exposure — the number

the board compares to the corporate risk appetite.

Why the number must be living. An ALE calculated 12 months ago describes a prior
state of the inventory, the threats, and the controls, lagging behind the current risk
profile. Periodic recalibration is the condition that keeps the number valid as a decision

basis over time.

Common error. Treating the first report as a permanent reference. The inventory
expands, new vulnerabilities emerge, and controls are deployed — periodic
recalibration is a condition of the number's validity.

The cycle closes — and begins again. Once the eighth stage is completed, the program does not end: it starts over. The eight stages form a cycle, and each turn widens the scope, narrows the
distributions, and improves the precision of the number. The next pages gather the best practices and the pitfalls that distinguish a cycle that sustains decisions from one that produces fragile numbers.



PART 05 - EXECUTION

Best practices and pitfalls to avoid |

What separates a CRQ program that sustains decisions from one that produces fragile numbers. CSURFACE

Quantification

Best practices PitFalls to avoid
o Start small. Quantify a single critical asset or risk first. A restricted-scope result, methodologically L
CRITICAL False precision

Presenting an exact number — "the exposure is $11,137,482" — without the uncertainty
range. An honest interval is more reliable than a precise, false point.

consistent and defensible, has more institutional value than a comprehensive plan that never materializes.

e Prioritize the data already available. Security telemetry, incident records, financial data, and market
references are already accessible — exhaust these sources before structuring additional collections.
CRITICAL The 12-month "big bang"

Attempting to implement full FAIR, across the entire scope, before delivering any value.
The program loses sponsorship long before the first result.

Always communicate in dollars. The result gains leadership buy-in when presented in the magnitude
with which it makes decisions. CVE and CVSS must be translated into financial exposure — without
exception.

WARNING Bad data, false confidence
Feeding the model with an incomplete inventory or uncalibrated estimates. The result
looks solid, but describes a reality that does not exist.

— provided it is systematically revisited.

o Monitor and refine. Review the estimates as new data arrives. The model gains precision with each cycle
e Keep the team cross-functional. Risk, security, finance, and business units together — a necessary

condition for the number to be complete and for the recommendation to be accepted by the parties that
need to act on it.

Introduction

y the 5x5 Fails

The FAIR
\ 1

The balance. The effectiveness of CRQ lies between two symmetrical extremes:
the false precision of an exact number without an uncertainty interval, and the
paralysis of waiting for a gap-free program before producing any result. A well-
calibrated interval, delivered over a restricted scope and refined with each cycle,
is the trajectory that gives the program lasting credibility.
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PART 06 - THE CSURFACE APPROACH

How CSURFACE feeds the framework

Guide 2026
The platform supplies the two hardest inputs of FAIR: the inventory and the threat frequency. CSULIJF?FACE
THE FAIR BOTTLENECK WHAT CSURFACE PROVIDES TO THE MODEL
Input data Living, continuous inputs
Outdated inventory Inventory from continuous discovery Frequency calibrated by the threat sensor Real threat activity Exploit intelligence
Threat frequency estimated without calibration Campaign indicators Continuous recalibration
Annual recalibration
The inventory comes from continuous discovery The threat frequency comes From the threat sensor
Stage 3 — inventory and valuation — is, in practice, where most programs stumble: you The hardest variable to estimate in FAIR is the threat event frequency. CSURFACE
cannot quantify what you do not know. CSURFACE resolves this bottleneck at the source. calibrates it with the threat sensor, which observes real threat activity: exploitation
Continuous discovery of the external surface keeps the asset inventory permanently up to attempts, exploit intelligence, campaign indicators, parameters, metrics, and
date, with Machine Learning for classification and criticality assignment. integrations.
This means the CRQ model does not start from a static spreadsheet that ages — it starts from This calibration goes far beyond CVSS, exploitation-probability indices, and active-
a living inventory. Every newly discovered asset automatically enters the scope of the exploitation catalogs — these scores figure as inputs among several. What weighs is the
calculation. live signal of threat observed against assets like the organization's.

The public calculator and the integrated module. The public risk calculator is the entry
point: a first reading of exposure with few parameters. The integrated CRQ module
replaces the sector estimates with the real inventory and keeps the closed loop — the ALE
recalculates with every change in the inventory, the threat, and the remediation.



PART 07 - PRACTICAL APPLICATION

Simulate it yourself — a worked example

Number of assets — enter 8,700. Adjusts the SLE by the size of the attack surface.

Security maturity — select Intermediate. Modulates the adjusted probability.

. - . . . Guide 2026
Reproduce this calculation in the public calculator: csurface.io/calculadora-de-risco.html CSULIJF%:ACE
Quantification
EXPECTED ANNUAL LOSS (ALE) VALUE AT RISK - P90 REGULATORY & LITIGATION EXPOSURE
$11.1M $20.5M $17.5M
adjusted probability x SLE the number for the capital decision CCPA + state-AG + class action, weighted by probability
Step by step in the calculator The returned result
The scenario: a retailer, revenue of $1.2 billion, 4,500 employees, 8,700 assets, and intermediate security METRIC VALUE WHAT IT IS FOR
maturity — the same organization from the worked case in the stages of this guide. The calculator estimates
y 9 9 9 Adjusted probability = 56% Annual chance of incident
the organization's aggregate exposure; the stages decompose, through the FAIR methodology, a specific
scenario within that exposure. Go to csurface.io/calculadora-de-risco.html and enter the parameters SLE $19.8M Loss per event
below: ALE $11.1M Annual budget
o Sector — select Retail. Defines the base probability and the sector's cost multiplier.
VaR P90 $20.5M Capital decision
e Annual revenue — enter $7.2 billion. It enters the SLE calculation and the basis for regulatory and litigation
exposure. VaR P99 $39.9M Reserve / insurance
e Number of employees — enter 4,500. Serves as a parameter for sizing the scale of the organization. Regulatory & litigation $17.5M Regulatory exposure

The sentence for the board. "Our annual cyber exposure is $11.1 million,
with a VaR P90 of $20.5 million and regulatory exposure of $17.5 million." It
is this statement — reproducible in the public calculator from the example
parameters — that converts a technical presentation into a capital
deliberation.
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APPENDIX

Methodology and sources

The references that support this guide and a note on the nature of the estimates.

References

o FAIR Institute — Factor Analysis of Information Risk. Open standard for information risk quantification, the
methodological basis of this guide.

Anthony (Tony) Cox — "What's Wrong with Risk Matrices?", Risk Analysis, 2008. Analysis of the structural
limitations of qualitative risk matrices.

Douglas Hubbard — critique of heat maps and qualitative risk assessment methods, and a case for
quantitative measurement.

IBM — Cost of a Data Breach Report 2025. Average cost of a data breach in the United States: $10.22M.

Guide 2026
CSURFACE

Methodological note

The worked case that runs through this guide — the quantification of the e-
commerce scenario of a retail chain — was obtained by Monte Carlo
simulation (100,000 iterations) over FAIR distributions. The example on page
19, in the public calculator, applies CSURFACE's recalibrated model, which
starts from the national average of the IBM Cost of a Data Breach 2025. Both
describe a fictitious and illustrative scenario — intended to demonstrate the

method, with a strictly educational purpose.

CRQ produces probability distributions, which express loss ranges with
their uncertainty. ALE and VaR are readings of a simulated loss curve; the
precision of the result depends directly on the quality of the inventory and the
input data — hence this guide's emphasis on preparation and continuous

iteration.

Frameworks and regulations cited. FAIR, Monte Carlo, COSO ERM, ISO
27005, the CCPA, GLBA, and SEC rules are public methodologies and
regulations, mentioned as reference. This is educational material; it does not
replace specific legal or regulatory advice.



NEXT STEPS

From guide to practice: start with a number in dollars

Cyber Risk Quantification is one of the capabilities of the CSURFACE platform — a Continuous Exposure Management platform. Integrated into a single

platform, it brings together continuous discovery of the external surface with Machine Learning, analysis of the digital supplier chain, exploitability

validation, threat intelligence with dynamic prioritization, leaked-credential monitoring, and financial risk quantification. It operates entirely externally —

agentless and without installation — with optional cloud, WAF, and CIEM integrations to deepen the scope.

Use the risk calculator Get to know the CRQ module

Reproduce this guide's example: estimate the ALE and VaR of In a demonstration, see the FAIR analysis applied to your real
your sector in seconds, without registration — the entry point to inventory, with the closed loop that keeps the ALE always up to
financial quantification. date.

See your exposure in dollars — start with the public risk calculator

Read the CRQ whitepaper

The summary version of this topic, with CSURFACE's
quantitative model detailed parameter by parameter.

Open the risk calculator

© 2026 CSURFACE - Educational material. Statistics with indicated public sources (IBM Cost of a Data Breach 2025, FAIR Institute). Methodology based on FAIR; the CCPA, GLBA, SEC rules, ISO 27005, and COSO ERM are public  csurface.io

frameworks and regulations.
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